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Abstract  
The adoption of Cyber-Physical Systems (CPS) in production networks enables new potential for improved efficiency, accountability, 
sustainability and scalability. In terms of production and transport processes, materialising this potential requires customised 
technological concepts, planning and control methods as well as business models. Even though CPS strongly rely on technological 
advancements, the creativity, flexibility and problem solving competence of human stakeholders is strongly needed for their operation. 
This paper introduces and reviews the social aspects of CPS and motivates future research towards Socio-Cyber-Physical Systems 
(SCPS) applied to production networks. In this frame, context-dependent behavioural aspects and implications related to the human 
stakeholders are delimitated. As a showcase for the relevance of these aspects the deficits arising from an insufficient communication 
among stakeholders in SCPS are analysed by means of a simulation experiment. The obtained results substantiate the dependence of 
SCPS on properly considering the aspects related to human stakeholders together with technology. 
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1. Introduction 
Local markets in a global economy and the continuous 
quest for excellence drive the transformation of 
production networks from the linkage of single work 
systems [1] up to the cooperation of geographically 
dispersed factories of a single company or cross-company 
cooperation [2-3]. Here, production and transport 
processes are carried out by isolated resources that can be 
characterised as embedded systems [4]. These systems 
feature the capability of processing information and 
controlling their environment by certain actuators. 
Embedded software enables these resources to plan and 
control their local actions in real-time and in an optimised 
way. A typical representative of this class of resources is 
a digitally programmed machine tool. 
Cyber-Physical Systems (CPS) are the designated 
successors of embedded systems [5]. They integrate 
enabling technology, e.g. computing, with information 
and communication technology as well as with intelligent 
planning and control methods. In particular, CPSs 
combine the cyber aspects of computing and 
communications with the dynamics and physics of 
physical systems operating in the real world [6]. Linked 
CPSs in communication networks cross a frontier of the 
interaction between the physical and cyber world; taking 
it to a new level [7]. 
As a consequence, CPSs enable a new potential for 
improved efficiency, accountability, sustainability and 
scalability of processes. In terms of production and 
transport processes, materialising this potential requires 
customised technological concepts, planning and control 
methods as well as business models [8]. However, 
methods and tools that are related to the physical 
as well as to the cyber world do not adequately fit 
together. This opens a new field of research [9]. In 
particular, technological challenges like the creation of a 
common programming approach [10-11], real-time data 
distribution services [12] or concepts for the safety and 
security of mission-critical CPS [13] have to be overcome 
and developed. In addition, a growing demand for 
research related to the modelling, design, simulation and 
verification of CPS before their implementation exists 
[14-15].  
Apart from such technological aspects materializing 
the potential of CPS strongly relies on the creativity, 
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flexibility and problem solving competence of human 
stakeholders. The social aspects related to CPSs are only 
addressed by a few approaches for specific cases [16-17] 
and pose unanswered research questions. 
Fig 1. Elements of a Socio-Cyber-Physical System  
Figure 1 introduces the elements of Socio-Cyber-
Physical-Systems (SCPS), where human stakeholders 
play a prominent role. Here, technological aspects of the 
systems are developed such that they support the involved 
human stakeholders in a sustainable way. 
This paper introduces and reviews the social aspects of 
CPS and motivates future research towards Socio-Cyber-
Physical Systems applied to production networks. In 
detail, the paper is organized as follows: Section 2 
presents the context-dependent behavioural aspects 
related to a single human stakeholder. Implications of 
these aspects for global production networks are 
discussed in Section 3. As a showcase for the relevance of 
social aspects, deficits arising from an insufficient 
communication among stakeholders in SCPS are 
illustrated with a simulation experiment in Section 4. 
Some conclusions and the need for future research are 
presented in Section 5.  
2. Context-dependent behavioural aspects 
Context-dependent logistic operations are the 
foundation of Socio-Cyber-Physical Systems that perform 
production and transport, including stock management 
and handling processes. Contextual variables i  define 
the cultural, the administrative (or institutional), the 
geographic and the economic (including infrastructure) 
environment in which operations are planned and 
executed [18]. A competitive advantage can be generated 
through the effective integration of new knowledge and 
capabilities [19] related to those variables. For logistic 
operations of SCPS this is even more important since 
they rely heavily on complex and dynamic interactions 
with their surrounding environment [20-22]. As a 
consequence these operations may involve different 
equipment, infrastructure and manpower dependent on 
their context [22]. Each of these systems can be 
considered as a dynamical system (1) that is subject to 
expected and unexpected disturbances )(t . 
 
   (1) 
 
 
The functions f  and g  determine the changing of the 
system state x  and the system output y  at a point in time 
t . The two functions depend on a time varying input 
)(tu  and a policy )(t  that controls the system. In the 
following behavioural aspects of context-dependent 
SCPS are discussed. 
2.1. Individuals 
In global production networks, different decision-
makers are responsible for the management of distributed 
production and transport systems. The interactions 
between these systems can be automatic or human-based. 
The mitigation of undesired behaviours as a result of 
automatic interactions between these processes requires 
the interaction of human stakeholders. Their interference 
aims to smooth the flow of information and products 
between subsequent production or transport processes. 
The involved decision-makers act according to their 
mental models, taking decisions driven by their own 
objectives and constraints, which might be originated 
from individual, organisational and context-related 
backgrounds. These complex relationships are 
challenging for integrative approaches that aim to allow 
and enhance information flows [18]. Manufacturing 
companies increasingly need to integrate production and 
transport in order to optimise both processes 
simultaneously [23]. Since decisions concerning the 
production and transportation are usually made by local 
decision-makers, the obtained results might not be based 
on the requirements of the connected systems. Indeed, 
decisions should not only depend on the efficiency of the 
individual processes at different locations, but rather take 
into account linked decision systems. The influence of 
individual aspects  such as cultural background, values, 
decision making specificities, cognitive limitations  at 
the interfaces between the processes that underpin the 
performance of production networks has been 
substantiated [24-25]. 
2.2. Organisations 
In many ways, the culture of an organisation is 
borrowed from and bound to larger cultural processes 
associated with its environment. The most immediate 
source of outside influence on the organisational culture 
is the individual acting within the organisation [18]. 
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Inside the organisation, culture is manifested on three 
levels: (i) surface artefacts, such as normalised 
procedures, tools or systems; (ii) values, practices and 
behavioural norms; and (iii) a set of interrelated beliefs, 
mindsets and assumptions, normally taken for granted 
and invisible [18].  
In global logistics systems, crossing boundaries 
involves different domains of decision, practices, values 
and technologies. Decision making is dependent on 
existing implicit and explicit knowledge of human 
stakeholders. A core challenge in a globalising business 
world is to facilitate and direct interaction and learning at 
interfaces, where implicit and explicit knowledge, values 
and experience would be processed [26]. In fact, human 
stakeholders need to possess knowledge and skills for 
identifying and assimilating valuable knowledge [27]. 
2.3. Context 
One way of categorising differences between contexts 
is by placing them into four dimensions: (i) economic 
situation, (ii) geographic position, (iii) administrative 
scenario and (iv) culture. The economic dimension refers 
to the differences that affect cross-border economic 
activity through economic mechanisms distinct from the 
cultural, administrative, or geographic ones [28]. The 
administrative distance encompasses laws, policies, and 
institutions that typically emerge from a political process 
and are mandated or enforced by governments [28]. They 
are intensively influenced by the historical process. The 
cultural dimension refers to attributes of a society 
sustained by interactions among people, rather than by the 
state (as law-giver or enforcer) [28]. Culture is the 
collective programming of the mind which distinguishes 
the members of one group or society from those of 
another. It is also a system of values, beliefs, assumptions 
and norms, shared among a group of people [29]. In fact, 
Kogut and Singh [30] were the first to create a cultural 
to a specific market would be influenced by differences in 
national culture. They posited that a national-culture 
based index would be an appropriate prox
physic distance or perception of factors preventing the 
flow of information from and to the market [31]. The 
literature on cross-cultural variations has noted how 
cultural distance (i.e., extent of cultural dissimilarity) may 
negatively influence relationship between partners in the 
realm of international business decisions [32]. Such 
arguments are based on the logic that cultural differences 
manifest in the form of interpersonal contact, interaction 
and communication [33]. Production management is a 
socio-technical activity in the sense that it implies dealing 
with the interaction between people and technical 
resources, and therefore no management activity can be 
culture-free [29].  
The existence of diverse perceptions of reality, shaped 
by individual, organisational and context-dependent 
aspects, leads to the demand for SCPS as a contribution 
to the industrial reality. 
3. Implications for production networks composed of 
Social-Cyber-Physical Systems 
Global production networks and hence linked Socio-
Cyber-Physical Systems involve the interaction of 
individual decision-makers from different contexts, acting 
in interdependent organisations. The competitiveness of 
the resulting production network depends on the 
capability to bridge technical differences as well as the 
introduced context-dependent behavioural differences 
between human stakeholders. Here, managing existing 
social idiosyncrasies of linked SCPS is critical for 
sustainable, accountable and competitive production 
networks. Figure 2 shows a network of linked SCPS, 
where each system involves local human stakeholders. 
 
Fig 2. Linked Socio-Cyber-Physical Systems forming a production 
network 
The transformation of production networks into 
networks of Socio-Cyber-Physical Systems requires a 
comprehensive design approach. This approach 
comprises findings of the research stream dedicated to 
technical aspects of CPS as well as a new stream of 
research for the implications of context-dependent 
behavioural aspects of human stakeholders. This stream 
needs to develop models, measures and tools for aspects 
related to the embedding of human stakeholders with 
different individual, organisational and contextual 
backgrounds [18, 20, 34]. 
As a showcase for the relevance of these aspects a 
simulation experiment analyses the deficits arising from 
an insufficient communication among stakeholders in 
SCPS in Section 4. 
4. The impact of communication deficits in networks 
of Socio-Cyber-Physical Systems 
Different partners within a production network manage 
their production and transport processes by making 
locally bounded decisions, influenced by their individual 
context. Thus, the context related aspects can have an 
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52   Enzo Morosini Frazzon et al. /  Procedia CIRP  7 ( 2013 )  49 – 54 
 
impact on the performance of global production 
networks, which is demonstrated for an example scenario, 
using discrete-event simulation. The test case consists of 
one original equipment manufacturer (OEM) located in 
Brazil and two tiers of suppliers in Brazil and Germany. 
Between the supplier in Germany and the supplier in 
Brazil, maritime inter-facility transport is performed. 
Intermediate and finished goods are transported by trucks 
between the supplier in Brazil and the OEM as well as to 
the final customers. The information and material flow 
for this scenario are shown in Figure 3. 
 
Fig 3. Test scenario production network from Germany to Brazil 
4.1. Test scenario 
Each production facility features a heterogeneous open 
flow shop with three consecutive production levels of 
three machines, each. Orders are classified into different 
types with specific processing times and costs. Each order 
has to be processed by one machine of each production 
level before it is ready for delivery. After the production 
process, the orders are assigned to a transport device for 
their delivery to the subsequent production facility or to 
the final customers. If at least three orders are assigned to 
a truck then a tour is conducted. The capacity limit of a 
truck is five jobs and the transportation times between the 
Brazilian supplier and the OEM as well as to the final 
customers are six respectively five hours. A new tour can 
be conducted as soon as a transport device becomes 
available. Each planning entity/SCPS is composed by 
three sub-models: the order processing, production 
facility and the transport. Each order has a type, an order 
ID and a due date. The due dates for arriving at the 
subsequent facility are estimated by the average duration 
of production and transport for each order type. If an 
integrated scheduling of production and transport is 
performed, the demand of the subsequent facility 
determines directly the input jobs for the production 
system (Figure 4). Early deliveries are not allowed. 
The described scenario does not consider any 
disturbances derived from context-dependent behavioural 
aspects and is considered as a basic test case. It is 
compared to a second scenario with communication 
barriers between decision-makers from different contexts 
(as described in [18, 22]). 
These barriers are modelled as disturbances in the due 
dates and represent the situation where a decision 
regarding the scheduling of a specific order is postponed 
due to an existing communication barrier derived from a 
low level of mutual trust. 
Fig 4. Information and material flow at one production facility 
4.2. Simulation model 
The simulation model was simplified by using the 
same basic simulation process for describing the three 
Socio-Cyber-Physical Systems of the two suppliers and 
the OEM.  
Fig 5. Structure of the basic simulation process for the OEM 
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The basic simulation process comprises the
administrative processing of an order followed by its
production and transport. This process was individually
parameterised for the different SCPS. These three
processes were linked according to the logic of a pull
system. The basic simulation process is illustrated for the
OEM in Figure 5 and described below.
The processing of an order is initiated with the
placement of an order by the clients. The interarrival 
times of orders are given by a Poisson distribution. As
soon as an order is placed, its due date is calculated. To
this end, the estimated production and transport time is
considered as well as the estimated processing time that is
needed for the processing by the direct supplier. On the 
sequence the order is sent to the supplier for processing. 
As long as the processing by the supplier is on-going, the 
production by the OEM is set on hold. In the next step the
production by the OEM is initiated as soon as the pre-
manufactured order arrives from the supplier and the
simulation time is larger or equal to the due date minus 
the estimated production and transport time by the OEM.
The production system is composed of three production
levels each with three machines. The machine dependent
processing times are given in Scholz-Reiter [35]. The
transfer time between machines is considered to be zero. 
Finally, the orders are transported to the client.
4.3. Results
The simulation model was implemented in SIMIO
version 3.48.6267. The computation was carried out on a 
Core i7 2.8 GHz quad-core computer with 12GB of 
RAM. Each simulation run took about 15 seconds.
4.3.1. Scenario 1 Basic scenario
In the basic scenario the three Socio-Cyber Physical
Systems of the OEM and the two suppliers work 
smoothly together. Figure 6 shows a chart of delayed
deliveries to the clients. Here, the average delay time was
0.1 hours. These delays results from the stochastic
production and transport processes.
Fig 6. Basic scenario with only a few delayed orders
4.3.2. Scenario 2 Including communication barriers
In the second scenario communication problems
between subsequent SCPS were introduced. Here it is
reasonable to assume that for some legal purpose the 
placement of an order requires a human stakeholder. To
this end, disturbances were added to the due dates given
to the previous SCPS. The communication barriers 
between the supplier in Brazil and the one in Germany
were assumed to affect 5% of the placed orders. Between
the OEM and the supplier in Brazil, 2.5% of the placed
orders were affected. For these affected orders, an error of 
5% in the due date value was introduced. As a
consequence, the average delay of deliveries to the clients
of the network rose up to 1.64 hours (Figure 7). This 
shows that a relatively small number of disturbed orders
has a significant impact on th
performance.
Fig 7. Communication barriers cause a large number of delayed orders
This simulation study stressed two major issues related
to SCPSs in production networks. Firstly, human
stakeholders play and are going to play a major role in 
such systems for various reasons. Secondly, human
stakeholders have a strong impact on the overall
performance of SCPSs. Hence, the results substantiate the
dependence of SCPS on properly considering the aspects
related to human stakeholders together with technology.
5. Conclusions and Outlook
Cyber-Physical Systems are considered as the next
evolution for the design of production and transport
processes in global production networks. The underlying 
concept aims to enhance the overall performance of 
distributed and autonomous processes that collaborate in
networks. However, the concept is focused on
technological aspects and does not take behavioural
aspects of human stakeholders properly into account. 
The efficient management of global production
networks requires the alignment of distributed human 
decision making. Here, context-dependent behavioural
aspects influence the decision processes and outcomes.
As a consequence, this paper introduced Socio-Cyber-
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Physical Systems that pay especially attention to human 
stakeholders and their context-dependent behavioural 
aspects. Three different domains for the origin of these 
aspects have been identified: the individual, 
organisational and contextual backgrounds. In addition, 
global production networks require the collaboration of 
SCPS from different contexts. Here, a simulation study 
demonstrated that an insufficient management of social 
idiosyncrasies of linked SCPS might weaken the 
production network competitiveness.  
Future research should be dedicated to the 
transformation of production networks into networks of 
Socio-Cyber-Physical Systems. This requires a 
comprehensive design approach for (i) individual SCPS 
and (ii) networks of SCPS. As a consequence models, 
measures and tools for handling aspects related to the 
embedding of human stakeholders with different 
individual, organisational and contextual backgrounds 
need to be developed. 
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